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# configuration.yml
server:
address: 'tcp://:9091'

1

2

3

4

5 authentication backend:
6 file:

7 path: '/config/users database.yml'
8

9 totp:

10 disable: false

11 issuer: ‘'authelia.com' # 00000

13 identity validation:
14 reset password:

15 jwt _algorithm: 'HS512'

16

17 identity providers:

18 oidc:

19 jwks:

20 - key id: ‘'example' # [OO000OO

21 algorithm: 'RS256'

22 use: 'sig'

23 key: { { secret "/config/secrets/oidc/jwks/rsa.2048.key" | mindent 10

“|" | msquote } }


https://www.authelia.com/
https://github.com/dani-garcia/vaultwarden
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https://logto.io/zh-CN/
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https://github.com/HPCesia/1panel-apps/
https://github.com/HPCesia/1panel-apps/tree/main/apps/authelia

24

25 session:

26 cookies:

27 - name: ‘'authelia session' # (00000

28 domain: ‘'example.com' # [JO000O

29 authelia url: 'https://authelia.example.com' #
30 expiration: '1 hour'

31 inactivity: '5 minutes'

32 remember me: 'l week'

33

34 access control:
35 default policy: 'deny'

36 rules:

37 - domain: 'public.example.com' # 00000
38 policy: 'bypass' #

39 - domain: 'private.example.com' # 00000
40 policy: 'one factor' #

41 - domain: 'secure.example.com' # 00000
42 policy: 'two factor' #

43

44 regulation:

45 max_retries: 3

46 find time: '2 minutes'
47 ban time: '5 minutes'

48

49 storage:

50 local:

51 path: '/config/db.sqlite3"
52

53 notifier:

54 filesystem:

55 filename: '/config/notification.txt'
56  # smtp: # [0 smtp [OOO00OOO

57 # username: 'test’

58 # password: 'password'

59 # address: 'smtp://mail.example.com:25'
60 # sender: 'admin@example.com'

IXXDXXDXDXDDDXIXXIXIXIXIXIX

. STORAGE_ENCRYPTIONW 20 KX

SESSION SECRETXXXXIXX 64

JWT_SECRETXXIXIXIXIX 64

o HMAC_SECRETXXXXIXIX 64

« oidc/jwks/rsa.2048.key Moidc/jwks/rsa.2048. key. pubMXXXXX RSA KXKXXXIXIXIXN 2048 KXKXXIX

XXX Authelia KXKKXRKKXKRXXKIXXDIIXIXXX
o DXXIXIXXIX

1 authelia crypto rand --length 64 --charset alphanumeric

+ RSA KXXXX



1 authelia crypto pair rsa generate --directory /config/secrets/oidc/jwks --
file.private-key rsa.2048.key --file.public-key rsa.2048.key.pub

XXX users_database. ym]IXXXXXXXXXXXXXXXXXXXXKXXX
1 authelia crypto hash generate argon2 --password 'password’
XXX

1 authelia crypto hash generate argon2 --random --random.length 64 --
random.charset alphanumeric

XXX Digest MXIXIXIX password KXXXAuthelia KXXXXXIXIXIX

MOIDDPINX]

KXY
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XX Alist KX Alist MXIXXX callback MXX

1 https://your.alist.domain/api/auth/sso _callback\?method=sso get token
2 https://your.alist.domain/api/auth/sso_callback\?method=get sso id

XD Authelia KXXXXXMXXY Authelia K configuration.ym] KXXXXXXX

1 # configuration.yml

2 identity providers:

3 oidc:

4 clients:

5 - client id: 'alist'

6 client name: 'Alist’

7 client secret: '$pbkdf2-

sha512$310000$c8p78n7pUMLn0Ojzvd4aK4Q$INRBzwA0Oek5qKn50cFzzvEORXV88h1wIn5KGiH rDOYKt
nCb2CJIP0sKaPKohjf.9yHxzQGZziziccpbYng' # [O0U0000OO00COOOOOO ~insecure secret®

8 public: false

9 authorization policy: 'one factor'

10 redirect uris:

11 - 'https://alist.example.com/api/auth/sso_callback?method=sso get
token'

12 - 'https://alist.example.com/api/auth/sso callback?method=get sso id'

13 scopes:

14 - 'openid'

15 - 'profile’

16 userinfo_signed response alg: 'none'

17 token _endpoint auth method: 'client secret post' # Alist [JJ POST 0000000

O0000000000OC0O:

XXIXIX Alist KXKXDIIXIXIXIXIXIXIX Q1D CHXIXIXIXIXIXIX

o MXMXXXIXIX ID: alist

o XXXMXIXXIXIX: insecure secret

« Sso oidc XXXKX: preferred_username

o XXDDXIXIXXIX: https://authelia.example.com


https://alistgo.com/zh/

XX AutheliaKXIX Alist KXKIXKIKXKIXKXXKXXX Alist XX

[!info] KXXXXIXXIX

o Sso oidc XXXX: XX Authelia MXXXXXXXXXXXXXXIXIXIXX]

o XXX XKD well know-known MXXKXXXX Authelia KXXXIXX
XDXXIXIXIXIXIX
XXX A i th e lia. KXXKXXXXIXXIXXIXX
1Panel XXX DDPDIIN Authelia KXXIXXIX

1Pane] KXXXXXXXXXX Nginx X OpenRestryXMXXXXXXX Nginx KXKXXXXXXXXXXXIXXPIXXIN
XX 1Pane] KXXKKXXKKXXXXKXXDIXXXXIXXIXXIIXIKIXIXIN

1 location /internal/authelia/authz {

2 proxy pass http://127.0.0.1:9091/api/authz/auth-request; # [ Authelia [
aooon
3 proxy set header Host $host;
4 proxy set header X-Original-URL $scheme://$http _host$request uri;
5 proxy set header X-Forwarded-Proto $scheme;
6 proxy set header X-Forwarded-Host $http host;
7 proxy set header X-Forwarded-URI $request uri;
8 proxy set header X-Forwarded-Ssl on;
9 proxy set header X-Forwarded-For $remote addr;
10 proxy set header X-Original-Method $request method;
11 proxy set header X-Original-URL $scheme://$http host$request uri;
12 proxy set header X-Forwarded-For $remote addr;
13 proxy set header Content-Length "";
14 proxy set header Connection "";
15 proxy pass request body off;
16 proxy next upstream error timeout invalid header http 500 http 502 http 503;
17 proxy redirect http:// $scheme://;
18 proxy http version 1.1;
19 proxy cache bypass $cookie session;
20 proxy no cache $cookie session;
21 }

IXDXXDXDXDXDDXDIXXIXXDXDDIXIXIXIX]

1 location / {

2 auth request /internal/authelia/authz;

3 auth request set $user $upstream http remote user;

4 auth request set $groups $upstream_http remote groups;
5 auth request set $name $upstream http remote name;

6 auth request set $email $upstream http remote email;

7 proxy set header Remote-User $user;
8 proxy set header Remote-Groups $groups;
9 proxy set header Remote-Name $name;

10 proxy set header Remote-Email $email;
11 auth request set $redirection url $upstream http location;
12 error_page 401 =302 $redirection_url;

13



14 proxy pass http://127.0.0.1:23423;

15 proxy set header Host $host;

16 proxy set header X-Real-IP $remote addr;
17 # ...

18 }
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